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The CNCB Central Authentication Service supports three types of identities: personal accounts, 

institutional accounts, and Data Access Accounts. Data Access Accounts are generated through 

invitations from institutions. The invitee may be an already registered personal account holder or a user 

who has not yet registered. After completing institutional verification, the Data Access Account receives 

full permissions and includes all functions of a personal account. 

Account Type How It Is Obtained Functions and Permissions 

Personal Account 
Registered independently by an individual 
user 

⚫ Submit and apply to use general data 
⚫ Cannot apply for Aging Biobank 

database resources 

Institutional Account 
Registered by an institution as an 
organization 

⚫ Manage researcher accounts within the 
institution 

⚫ Conduct preliminary review of data 
access applications 

⚫ Does not directly submit or apply to use 
data 

Data Access Account 

Generated through an invitation from an 
institutional account. The invitee may be a 
registered or unregistered user. It becomes 
valid after institutional verification is 
completed. 

⚫ Has all functions of a personal account 
⚫ Can apply to use Aging Biobank 

database resources 

I. Personal Account 

A personal account is for users who are creating an account for the first time. Users registered in this way 

may submit and apply to use general data, but cannot apply for the Aging Biobank database. 

1. Fill in basic personal information 

Click “Sign up for a Personal Account” to enter the registration page and complete all required 

information as prompted. 

Important notes: 

• The email address must be real and valid. It is used for account login, receiving activation emails, and 

password recovery. 

• The password must meet the page requirements, and the two password entries must match. 

• Please provide complete and accurate name and address information whenever possible. 

• After confirming that all information is correct, click Submit. If there are errors, revise the information 

according to the page prompts and submit again. 



 

 

 

 

 



 

2. Complete personal account activation 

After submission, go to the registered email inbox, find the activation email, and click the link in the email 

to activate the account. If the activation email is not received, first check the spam folder, promotional 

email folder, or email blocking records. 

II. Institutional Account 

1. Institutional registration process 

An institutional account is an organization-level management portal for legal entities. It applies to 

research institutes, universities, hospitals, companies, and other institutions. Its main purposes include 

institutional account and permission management, as well as participation in the formal review of data 

access applications for certain controlled databases, such as Aging Biobank. 

Basic rules: 

• In principle, each institution may apply for only one institutional account. Universities may make 

appropriate adjustments based on actual management needs, for example by applying for separate 

institutional accounts by school or faculty. 

• The institutional account should be managed and used by a designated institutional representative. 

The institutional representative must be a natural person and should have written authorization from 

the institutional head. 

• The institutional account is for management only. It cannot directly apply for or download controlled 

data, submit datasets, or bind a personal account. 

 

1) Fill in basic institutional information 

After entering the institutional registration page, the user should follow the page prompts to enter the 

information related to the institutional account and the institutional representative. This mainly includes 

the institution name, department, institutional representative information, contact information, position, 

and related details. 



 

Important notes: 

• It is recommended to enter the official full name of the institution and avoid using only abbreviations. 

• The institutional representative information should be consistent with the content of the authorization 

letter. 

• The contact email address must be real and valid so that review results or follow-up notices can be 

received. 

• The scanned authorization letter must meet the upload requirements shown on the page. 

2) Upload authorization materials 

Before applying for an institutional account, please prepare the authorization letter according to the 

template. The authorization letter must be signed by the institutional head or affixed with a signature 

stamp, and must bear the official seal of the institution. The authorized personnel are listed below: 

Institution Type Authorized Personnel 

Research institute / public institution Legal representative / executive director 

Hospital President / vice president 

University President / dean 

Company Legal representative / president / CEO 

Important notes: 

• Please strictly follow the template requirements and do not modify or delete the original text. 

• The authorization letter must be complete, clear, and accurate. 

• The signature or signature stamp must be clear and valid. 

• The official seal of the institution is required. International institutions without an official seal may be 

exempt from the seal requirement. 

• Upload a scanned PDF file no larger than 5 MB. 

• The scanned copy must be complete, clear, and flat. It must not be cropped, distorted, tilted, or 

blurred. 

 



 

3) Submit the application and wait for manual review 

After the institutional account registration is submitted, it must undergo manual review by the platform. 

Reviewers will verify the institutional information, authorization of the institutional representative, and 

uploaded materials. 

If the review is not approved, the system will send a notification. You can use “Account” in the menu bar 

or directly click “Account Information” to revise the relevant information or re-upload materials according 

to the platform feedback. 

 

4) Use the institutional account after approval 

After approval, the institutional account can be used as an organization-level management portal. It 

mainly provides two functions: authentication and management of researcher accounts, and formal 

review of data applications. Currently, this applies only to the Aging Biobank database. 

2. Authentication and management of researcher accounts 

A data application account is a researcher’s personal account, typically held by a formal employee of an 

institution; transient personnel such as students are not advised to register directly. The account can only 

be created by invitation from an institutional account. Only accounts verified through an institutional 

account are eligible to apply for controlled-access data from Aging Biobank. 

 



 

1) Invite researchers within the institution 

• After logging in to the institutional account, the institutional representative can use “Management” in 

the menu bar or directly click “Staff Management” to enter the relevant function page. Initiate an 

invitation: the institutional representative can click “Invite a New Member” to invite and authenticate 

institutional users. 

 

 

 
 

• Enter the email address: enter the email address of the new member to be invited in the 

corresponding text box. 



 

 

• Email validation and information completion: click the “Check” button. The system will verify whether 

the entered email address is valid. After the email address passes validation, complete the user’s 

position or professional title information, and click “Submit” to complete the invitation process. 

 

Common issues: 

a. If the account is already an authenticated user of this institution, the system returns a red error 

message stating that the user has already been invited and cannot be invited again. You have already 

invited this user and cannot send duplicate invitation. Please double-check the information you 

entered. 



 

 

You may enter the invited email address in the search area to verify whether it appears in the institution 

personnel list. If it is not displayed, please contact us promptly. 

b. If the account has already been authenticated by another institution, the system returns a red error 

message stating that the account is already associated with an institution and therefore cannot directly 

apply for or download controlled data or submit datasets. This account is associate with an 

organization and therefore cannot directly apply for or download controlled data, nor can it 

submit datasets. Organization accounts are also not eligible to be invited as organization verified 

users. Please double-check the information you entered. 

 

2) The invitee confirms and activates the account 

After the institutional representative sends the invitation, the system automatically sends an invitation link 

to the invited email address. 

• If the invitee has already registered a personal account, the invitee can log in to the email account 

and click “Accept Invitation and Activate Account” to complete authentication. 



 

 

• If the invitee has not registered a personal account, the invitee can also complete authentication after 

clicking the email link and filling in the personal information. 

3) Status updates and management 

After the invitee completes authentication, the authentication status changes from “Unauthenticated” to 

“Authenticated.” 

• Invitation validity: invited users must complete authentication and account activation within 72 hours. 

If they do not complete it before the link expires, the institutional representative can use the “Invite” 

button to resend the invitation. 

• Departure handling: when an authenticated user leaves the institution, the authentication relationship 

can be removed by using the “Remove” button. 

 

 

 

3. Formal review of data access applications 

Institutional representatives must participate in the preliminary review process for data access 

applications for certain controlled databases, such as Aging Biobank. 



 

1) Access the application review platform 

After logging in to the institutional account, the institutional representative can click “Request System” to 

enter the relevant function page. 

 

2) Review data applications submitted by authenticated users 

In this system, the institutional representative clicks “Review” to enter the review page and conduct a 

formal review of application information submitted by institution-authenticated users. 

• If the application passes review, click “Approve.” 

• If you do not agree with the application, click “Reject.” 

⚫  

 

 



 

 

III. Frequently Asked Questions 

1. Forgot to activate the account 

If you forgot to activate your account after registration, click the “Forgot to activate?” link shown in the 

figure in the original document to reactivate your account. 

 

 

 



 

2. Forgot login password 

If you forgot your password, click the “Forgot password?” link shown in the figure in the original document 

to reactivate your account. 

 

 

 

 


